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Overview of Issues Concerning Confidentiality and Spatial Data

The increase in the use of spatial data within the MEASURE project has meant a
powerful tool, geographic information systems (GIS), has been added to the arsenal
available to those using MEASURE data. However, the use of spatial data means that
the unique issues regarding confidentiality and privacy that exist with spatial data must
be addressed. This white paper presents the current literature on the topic of
confidentiality and spatial data. It is intended to provide guidance to the project on the
issue, but not a one-size-fits-all solution. The document begins by providing an overview
of the terms that are important to the discussion, and then presents some examples of
spatial risks to confidentiality. An overview of approaches that have been proposed for
preserving confidentiality is then presented, and finally the implications for MEASURE

work and possible strategies are presented.

Definition of Terms

The concepts at the core of this discussion, confidentiality and privacy are vague and
often have different meanings in different settings. However, the definitions of privacy
and confidentiality from the 1971 President’'s Commission on Federal Statistics are the
standard reference and are used by Duncan et al (1993), Golden et al (2005), and the
Federal Committee on Statistical Methodology (2005). In the 1971 President’s
Commission report, privacy is “the individual’s right to decide whether and to what
extent he will divulge to the government his thoughts, opinion, feelings, and facts of his

personal life” (President’'s Commission 1971: 197). A violation of confidentiality refers to



“the transmittal of personal information by someone other than the identified individual,”
while confidentiality restrictions “should always mean that a) Disclosure of data in a
manner that would allow public identification of the respondent or would in any way be
harmful to him is prohibited and b) Data are immune from legal process” (President’s
Commission 1971:222). A key difference is that privacy is solely an individual right
whereas confidentiality can also apply to corporations. In using the above definitions it is
worth taking into account the cautionary note from the American Statistical Association’s
Committee on Privacy and Confidentiality that these terms do not have universally
agreed upon definitions®. For the purpose of clarity in this paper, the term confidentiality
will be used and refer to data and information that might identify a person in a way that

might cause harm or otherwise violate agreements made with respondents.

Deductive Disclosure

Risks to confidentiality do not necessarily come from blatant release of sensitive data
such as names or addresses. It is possible that identities of individuals or other
breaches of confidentiality can occur when enough information is released which makes
it possible to piece together various data elements to gain insight or knowledge that
should be kept secret. This is known as inferential or deductive disclosure. Inferential
(or deductive) disclosure can be defined as when “the released data make it possible to
determine the value of some characteristic of an individual more accurately than

otherwise would have been possible” (Duncan et al 1993). As disclosure risk can never

! 1American Statistical Association Privacy and Confidentiality Committee web page on “Key Terms and
Definitions”

http://www.amstat.org/comm/pc/ASA-P&C-Committee-Terms.htm
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be reduced to zero without withholding (or not collecting) data, an acceptable risk level
must then be determined. VanWey et al (2005) present a geospatial example with a
0.05 risk level for illustrative purposes, but expect that actual values would be lower.
However it is not always possible to quantify risk and it is sometimes necessary to
estimate risk in a less quantitative manner and rely on the analyst’s judgment. This

judgment will be informed by familiarity with the data and the populations involved.

Statistical data can be defined as “A record in a system of records maintained for
statistical research or reporting purposes only and not used in hole or in part in making
any determination about what an identifiable individual, except as provided by Section 8
[which authorizes certain kinds of data access, including research activities by the
bureau of the Census] of Title 13 of the Privacy Act of 1974 (Duncan et al 1993:24,

parentheses in original).

MEASURE’s Spatial Data

The MEASURE project collects spatial data in a variety of ways, through original data
collection such as surveys as well as secondary data collection such as obtaining
spatial data from national governments or third parties. Not all of the spatial data
maintained by MEASURE pose a risk to violations of confidentiality. But risks of
disclosure can arise when disparate spatial data sets are combined. For instance,
combining data from a household survey that collects demographic information on
respondents can be combined with a dataset from a national statistical agency and

could allow people to identify an individual.



MEASURE uses the spatial data it collects in a variety of ways. Each have their own

risks with regard to confidentiality. Some collected data is used solely to produce maps

that are included in publications or reports. (FIGURE 1). The scale and type of data

being displayed will determine the risks to confidentiality breaches. For instance, by

itself the scale of the map displayed in figure 1 isn’t sufficient to uniquely identify a

facility. However, if combined with other data, it could be possible to identify a facility

and link it to the survey data.

FIGURE 1 -- Dot map showing health facilities in Nicaragua
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MEASURE maintains some of its data and only uses it for in house analysis. Lastly
some of its data is released. Each of these uses pose varying degrees of risks.
Generally speaking, the broader the release of data, the greater the risk of deductive

disclosure.

Often when MEASURE collects primary data, a promise is made to respondents that
the information provided will not be used in a way that will uniquely identify the
respondents. It is important to honor this promise and any method used to protect
confidentiality must adhere to the promises made in the informed consent statement.
Even in cases where there is not an informed consent statement, ethical considerations

dictate that precautions be taken to protect confidentiality.

Spatial Data and Confidentiality

By definition, a complete spatial coordinate provides uniquely identifying information. A
complete coordinate, such as 48.858889° North Latitude and 2. 295833° East Longitude
refer to only one location on Earth, in this case the Eiffel Tower in Paris. Likewise
complete coordinates collected for MEASURE, provide within a certain margin of error,
the location of health facilities, DHS clusters, potential high transmission sites for HIV
among others. The data tied to the coordinate can be associated with a specific location

on earth.

In addition to coordinates, spatial data can include things such as administrative units

such as census enumeration area or wards, addresses, or physical descriptions (e.g.



two miles north of the lake). To varying degrees, this type of spatial data can impact

confidentiality of MEASURE data.

The relationship between spatial data and the ethical responsibilities to preserve
confidentiality is a complicated one, and there has been much recent discussion of the
topic. The Oct 2005 paper by VanWey et al published in the Proceedings of the National
Academy of Sciences is perhaps the best recent overview of the topic. In the paper, the
authors present four principles that they contend must “guide the collection, analysis,
publication, distribution and archiving of spatially explicit micro-, social science data...”
(VanWey et al, 2005). These four principles are: protection of confidentiality, social-
spatial linkage, data sharing, data preservation and all four have direct relevance to the

data collected by the MEASURE project.

To summarize VanWey et al’s four principles: Protection of Confidentiality refers to a
researcher’s obligation to not release data that might result in harm to individuals.
Social-Spatial Linkage concerns the necessity that the link between the social and
spatial be maintained for use by researchers beyond the original research team. Data
Sharing is a fundamental concept that underlies most social science work, and spatial
location is important to allow others to replicate findings and methodologies and link
data. Lastly, the authors assert that Data Preservation is important make sure that data

collected is available to future researchers.



Reviewing the Literature on Confidentiality

Responses to the problem of protecting confidentiality while allowing access to data can
be split into the two general categories of restricting either access or data. In the
broadest terms, restricting access allows for more information to be released but
imposes costs of time as well as effort which can prevent some researchers from
working with the data. Restricted data is cheaper and easier for users to access, but not
always straightforward to use. Restricting data can also permit the data provider to also
save money by eliminating bureaucratic, time intensive procedures to manage access
restrictions, although producing data which protect confidentiality while retaining data
integrity does require non-trivial effort. Within both approaches there are considerable
variations, and their application can be combined to suit the needs of statistical
agencies and data users. This section will describe restricted access and restricted data
in turn, going through the variations of each with examples and references for
illustration. Not all of the following necessarily apply to data collected for MEASURE, but

are presented for illustrative purposes.

Restricted Access

Site Access

The simplest form of restricted access is primarily physical in that the data can only be
accessed through travel to the site where it is held. As an example, the US Census
Bureau has established six Research Data Centers (RDCs) to make access less
onerous for researchers by maintaining locations which are geographically distributed

throughout the US. Other US agencies with data centers include the National Center for



Health Statistics and the Agency for Healthcare Research and Quality. RDCs are at
sites controlled by the statistical agency and staffed by their employees. Researchers
must have their projects approved, enter into a formal contract with the agency, and

often pay some fees towards the cost of the center (de Wolf 2003).

Licensed Access

Licensed access allows a researcher to use the data at their home institution. The
National Center for Education Statistics allows licensed access for applications which
provide a detailed description of the usage of the data, a security plan, and legal

agreements that include non-disclosure (Seastrom 2001).

Virtual Enclaves

Although virtual enclaves are technologically becoming increasingly feasible and are
recognized as a potentially useful innovation (VanWey et al 2005) there are not
currently implemented by statistical agencies as part of restricted access program. In
theory, a virtual enclave could save researchers the cost of travel to a RDC while

allowing the data owning agency to maintain control over how the data are used.

Intermediate Agents

Intermediate agents are a layer of human or software agents who do the actual
processing of research analysis rather than the researcher. To use National Center for
Health Statistics data, researchers must submit SAS code which are vetted for

restricted commands. The results of these programs are sent back to the researchers



via email. To aid the researchers in debugging their programs they are provided with a
synthetic data file which mimics some of the basic properties of the research data (de

Wolf 2003). Synthetic Data is discussed in more detail under Restricted Data below.

Software Agents for controlling access to research data are not in widespread use. One
example discussed by Cromley et al (2004) is the Connecticut Department of Public
Health’s online system which allows users to perform detailed queries of disaggregate
source data and export results as tables or maps. The system is a server side
application with limited GIS functionality for which record linking to other databases is
not allowed and the user is prevented from seeing any individual level data. Output is

restricted to the town level, and cells with less than five results are suppressed.

Karr (2006) discusses more advanced software based solutions using distributed data
sources and server based applications which allow many users to share data and
analyze it without any of them having access to source data from other users. However
the algorithms for performing statistical analyses on distributed data structures are still

under development and not yet ready for widespread use.

The applicability of such approaches to MEASURE may be limited because of the
burden it would place on those using our data. Given the international audience
MEASURE data reaches, requiring people to travel to one location to access the data

would place a tremendous burden on many people.



Restricted Data

Limited Data

Suppression of data rows or attributes is perhaps the most straightforward way to
protect confidentiality. Personal identifiers such as name, address etc are always
removed from a dataset made available for research. In addition, cell values which can
identify an individual (i.e. unusual height) may also be suppressed.

Top or bottom coding entails a cut-off point well away from the most extreme results so
that outliers are part of a broader group for which either an average other
predetermined value is provided. Lane (2005) is critical of top-coding because it can
create data artifacts of its own, as she has shown in a studies of income inequality

statistics in the US.

Suppressing spatial data without providing a substitute such as aggregate data negates

the value in collecting spatial data. The applicability of this approach for MEASURE data

is limited.

Geographical Masks

Geographical masks specifically address the unique confidentiality issue of spatial data:
spatial data can not only be a unique identifier in the same way as a hame, but spatial
data can also be an integral part of the research question. Geographical masks are an
attempt to walk the fine line between supporting research and preserving confidentiality.
Armstrong et al (1999) is the best source for detailed descriptions of geographical

masks as well as an evaluation of them.

10



“An optimal spatial mask is one that ensures that for every location in the feasible
geographic space, at least one record might have originated there, and that for every
health record there are approximately the same number of other individuals who might
be associated with it. An optimal displacement is the minimum displacement that
protects confidentiality and that simultaneously permits “valid” statistical analyses to

take place.” (Armstrong et al 1999)

Three major types of masks are affine transformations, aggregations, and random
perturbations. Affine transformations include rotations, scale transformations and
displacements which (to some extent) preserve the relational attributes of the data. Due
to the preservation of relational information, there is an increased disclosure risk

associated with these masks.

Aggregation masks can either enumerate all data points with a region (essentially raster
data) or use points with a region to represent some specified subset of datapoints.
Microaggregation means that coordinates for a datapoint are replaced by an average of
some number of datapoints similar to them in a manner specified by the researcher.
Blurring results in datapoints being placed on an irregular lattice, and is achieved by
taking an ordered list of x and y coordinates and replacing each successive group of 10

with its average.

11



A problem with aggregation is invariably the choice of unit to which aggregate. Health
and demographic data are already often released at different aggregation levels, neither
of which may be the optimal level for the researcher’s analysis (see O'Dwyer 1998).

Reconciling data at different aggregation levels necessarily introduces inaccuracies.

The core problem with aggregation of spatial data is that the level of detail required to
observe the clusters or patterns of interest (if they exist) is not known in advance.
Worse, the location of spatial boundaries of aggregation units can either disguise or
artificially introduce patterns. Fundamentally, cell size for aggregation must be small
enough to allow clusters to be apparent while sufficiently protecting individual
information. For instance, HIV prevalence data reported at the community level across a
district will show patterns that will be missing if the same data is aggregated to the

district level.

Random perturbations are distinct from affine transformations in that each datapoint is
transformed individually, thereby losing any pairwise relationships that might exist.
Random perturbations typically make clusters more difficult to find, through clusters that
are found are typically present in the original data (i.e. increased risk of type Il error).
Stinchcomb (2004) discusses precise algorithms for achieving a random dispersal as
well as guidance on how to adapt the distribution to respect relevant contextual
information, such as a nearby lake or national park that would be an ineligible location.
Armstrong et al (1999) generally find that random perturbation is superior to affine

transformation for most analytical purposes.

12



As with aggregation, the cell size within which to perturb data is a critical decision. Kwan
et al (2004) found that the US Census blocks were optimal for their study, while Leitner
and Curtis (2006) preferred a smaller cell size of between 200m x 200m and 350m x
350m. Clearly this optimal mask size is conditional upon the specifics of the human and
physical environment of the area of study. There is some trade-off between a greater
cell size for masking and the maintenance of spatial integrity. Too great a cell size and

the datapoints are overly smoothed. Too small a cell size and they will be too accurate.

Geographical masks are a potential set of approaches MEASURE could employ. With
careful consideration of the methods and techniques employed and the spatial accuracy
needs of data users, it is possible that for some data a compromise could be found that

would permit sensitive spatial data collected by MEASURE to be released.

The Role of Institutional Review Boards

IRBs are a key player in managing the tradeoff between data access and protecting
privacy in the context of human subjects research. As oversight bodies, IRBs are
charged with reviewing the ethical consequences (among others) of research proposals
put forward by members of that institution for the purpose of ensuring the protection and

welfare of the research subjects.

Two concrete measures for strengthening IRBs address their effective capacity. One

recommendation is for the IRB of the institution holding the data to review research

13



studies using that data rather than the researcher’s local institution, so as to bring the
greatest possible relevant expertise to bear (NRC 2000). A common problem with IRBs
is the issue of member turnover. To build an institutional memory they should maintain
full documentation of data usage (NRC 2000). de Wolf (2003) advocates the
establishment of dedicated cross-disciplinary Disclosure Review Boards as per the US

Census, but a dedicated DRB is beyond the resources of many institutions.

IRBs are hindered by the lack of a consistent legal framework to indicate appropriate
confidentiality standards and impose sanctions. While the absence of such a framework
makes the work of IRBs more difficult, legal measures typically struggle to keep pace
with technological change anyway (NRC 2000) making it likely that grey areas are

somewhat unavoidable.

IRB members must ultimately exercise their judgment? in coming to a determination on
the beneficience of a study, and they must do so on a case-by-case basis. Lane’s
(2005) risk-utility framework for optimizing the use of micro-data is useful here as a
conceptual tool, but its practical applications are hindered by the lack of meaningful
inputs for marginal costs and benefits of data use. More statistically oriented
approaches to disclosure limitation (see Feinberg 2005) propose to take on the
optimization of risk quantitatively, although in doing so they assume that meaningful
inputs on such difficult issues as the appropriate level of risk to accept (see VanWey et

al (2005) for a discussion on such risk for spatial data) will be provided.

2 Hyman (2000) and NRC (2000) both specifically refer to human judgment as an unavoidable component
of the IRB process. The exercise of judgment is downplayed in Lane (2005) and Feinberg (2005) whose
approaches are more oriented towards decision rules in a quantitative optimization approach.

14



US Requlatory Framework

The regulatory framework for data access and confidentiality varies from country to
country, and within the US it varies in terms of policies and procedures from agency to
agency. Golden et al (2005) discuss the major legal foundations for data confidentiality
which include HIPAA (1996) and Title V of the E-Government Act (2002). HIPAA
supposedly gives patients more control over their personal information, but in practice it
is difficult for individuals to enforce their rights (Duncan 2003). Title V of the E-
Government Act (also known as CIPSEA) is described as providing strong protection to
privacy and confidentiality (Golden et al 2005), directing federal agencies to provide
notice to the public before data collection that the data could be used for non-statistical
purposes. In addition it directs agencies to take steps towards protecting confidentiality
through training, record keeping of data usage, and documentation of compliance. de
Wolf (2003) highlights a challenge to this privacy protection framework via OMB circular
A-110 which potentially makes research data collected through federally funded grants
vulnerable to freedom of information requests. Also see Curry (1997) for a discussion of
how US Courts have ruled on the right to privacy in the context of viewing technological

change as essentially neutral and autonomous.

The Patriot Act also has a direct impact on questions of privacy and the release of data

(Duncan 2003). The release of certain information (e.g. maps of watersheds and

nuclear power plants) has been restricted while law enforcement agencies have

15



increased access to some private data (such as internet usage data). It has also had an

effect on public perceptions about privacy violations (Lane 2005).

Onsrud et al (1994) is perhaps the seminal piece which draws out the implications of
privacy in broader societal terms. Onsrud et al consider privacy to be one of the
fundamental underpinnings of democracy and point to the great distinction in regulation
of government data versus private data as a major problem. Data gathered and used by
private companies is largely unregulated. Goss (1995) takes up the same theme,
pointing to a lack of consumer awareness of the extent of data collected on them, the
transfer and sale of that data to institutions unconnected with the original source. Curry
(1997) suggests that individuals should own their digital representations and be entitled
to control and edit them. More generally, as digital representations of individuals
become more pervasive and permanent features of our society, Curry argues that the
individuals concerned should be have more participation in the creation and use of their
digital representations. Confidentiality then can be recast as a question of power, as
expressed in NRC (2000): “In a pluralistic society, the translation of a moral right [i.e.

privacy] into enforceable policy is a political problem.”

Conclusion

The issues surrounding spatial data and confidentiality are complex and potentially
controversial. Compounding matters is that technology advances often outpaces
discussions and consensus on confidentiality. Work conducted for MEASURE often

deals with sensitive data and project activities should consider confidentiality concerns

16



carefully. Determining how best to balance the risk of disclosure while preserving
spatial integrity is challenging, but the following principles presented by VanWey can be

useful guidelines:

1) Confidentiality should be protected and informed consent promises should be
honored.

2) Linking the social and spatial realms can be vital to fully understanding human
behavior

3) Sharing data is an important concept that is necessary in order to make data

useful

17



Appendix |

Matrix of Approaches

Approach

Pro

Con

Random Shifting

Simple.
Provides moderate level
of protection.

Eliminates ability to do
distance calculations. If
shift isn’t sufficiently
random or shift radius isn’'t
large enough it is possible
to backwards engineer

Restricted access
to data — data
enclave

Depending on
arrangements restrictions
can provide control over
how data is used and limit
risk of it being improperly
used.

Managing and
administrating can be
difficult. Requires
additional personnel to
manage and staff. Can be
burdensome for some to
travel to a site

Intermediate
agents

Provides control over
analysis. Minimizes risk of
improper use

Limiting for analysis.
Requires additional
staffing and management.
May be unsatisfactory for
some types of analysis.

Suppression of
data

Strategic suppression of
data ensures sensitive
data is protected.

If geographic data is
suppressed, not possible
to map

Aggregation Can effectively mask Finer patterns lost.
spatial data

Random If done at a scale True patterns can be lost

Perturbations sufficient to mask or masked. Can be

location, it can be easy
and effective

backwards engineered by
adding other layers,
especially if not conducted
at a sufficient scale

Synthetic data

No real data is included

Can be difficult to model.
Not suitable for all data. If
model is incorrect, results
may not be correct
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